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Summary

Nowadays, the growing population in urban area calls for a sustainable devel-
opment of modern city in order to improve quality of life of the citizens. In
such environment, sensing is essential to obtain informations useful to perform
environment monitoring and provide services to the citizens such as urban safety
and health care.

In recent years, Mobile Crowdsensing (MCS) become an interesting paradigm
for urban sensing where citizens contribute data gathered by their smart devices.
the research develops Different Data Collection Frameworks (DCFs) able to perform
sensing and report the information to a central collector which provide shared
resources to store and analise the received data. As a consequence, investigate the
energy efficiency of such DCF is crucial.

This works aims to develop a methodology to measure energy consumption
and the amount of collected data of a data collection framework and evaluate
the performance in a citywide scenario. As a first step, I develop an Android
application able to perform data collection exploiting the underlying reporting
mechanism of three representative DCF. Exploiting such application I perform
measurements using a power monitor e Wireshark while sensing and reporting
data in order to profile real energy consumption and amount of data collected for
each of the considered DCF. In the second part, I feed CrowdSenSim simulator with
aforementioned profiles for large-scale evaluation in different cities which differ
for size and urban morphology. CrowdSenSim is a custom simulator specifically
design at the University of Luxembourg to assess the performance of crowdsensing
activities in large urban areas. The simulation results highlight the effectiveness of
the frameworks allowing to evaluate their energy efficiency.
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Chapter 1

Introduction

1.1 Motivation

Cities have grown continuously in terms of area and population density during
the last years and this figure is projected to increase in the next three decades. In
addition, although cities occupied less than 3% of worldwide available surface they
were already responsible for more than 70% of greenhouse gas emission and 60% of
water use. [21]. Such situation implies the necessity to provide intelligent solutions
in order to avoid an uncontrollable increasing of energy resources demand and
permit a sustainable urban future.

The improvement of Information and Communications Technology (ICT)
provide the instruments to design new services such as the Internet of Things (IoT)
paradigm. It aims to include in the Internet environment a high variety of devices
such as home appliances, cameras, smart devices and sensors in order to create new
kind of interaction among "things" and humans. This kind of interaction defines
an abstraction layer for many services based on distributed system and cloud
computing such as storage (DaaS), infrastructure (IaaS), software (SaaS) and sensing
(S*aaS) that nowadays are widespread diffused and available to the modern smart
cities which aim to increase quality of life of citizens. Mobile devices (e.g., smart
phones, tablets, wearables) play a very important role in smart cities solutions.
They usually have a considerable computing power and many kind of embedded
sensors such as accelerometer, gyroscope, magnetometer, microphone and camera
but is also possible thank to the modern pairing technology like Bluetooth or
WiFiDirect, to add external and more complex modules. Moreover they are also
able to furnish GPS location. On the other hand, with the implementation of actual
mobile infrastructures (3G/4G) and the constant increasing of their capabilities,
the pervasive mobile computing is a growing trend where devices are constantly
connected to the network and always available. Combining all this features, mobile
devices can be considered as a part of a big and very powerful system able to
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1 - Introduction

collect different kind of data which is useful to understand cities environment and
provide services to citizens such as health care, urban safety, waste and emergency
situation management and many other domains [72, 53, 34].

This system represents the base of Mobile Crowdsensing (MCS) paradigm.
MCS follows a Sensing as a Service (S*aaS) business model, which makes data
collected from sensors available to cloud users [7]. Consequently, companies and
organizations have no longer the need to acquire an infrastructure to perform a
sensing campaign, but they can exploit existing ones recruiting and compensating
users for their involvement [23].

Due to the growing interest in data collection mobile applications, several
works design different kind of Data Collection frameworks (DCFs) in order to
teed the cloud collector. However, to be effective a MCS campaign needs to ensure
large users participation. As a consequence, a proper users recruitment must take
into account the energy efficiency exhibit by data collection in order to balance
revenues and costs during the crowdsensing campaign.

1.2 Contribution

The main objectives of this work are to profile the energy consumption of different
data collection frameworks and to include such profiles into CrowdSenSim simu-
lator [15] for large scale evaluations in city-wide scenarios. Specifically designed
at the University of Luxembourg CrowdSensim performs scalable MCS activities
for a required duration (e.g., days) in complex environments. To this end, I have
developed a novel mobile application capable to gather data from smart devices’
sensors and GPS module and sending such data to the collector exploiting three
different data reporting mechanism at the basis of the three families of data collec-
tion frameworks considered. I further used a power monitor and Wireshark while
the application performs sensing and reporting activity and exploit several scripts
in Python to obtain energy- and network-traces respectively. I chose smartphones
based on Android framework, which is the most widespread operating system
in mobile market (74% of market share - January 2018) [61]. Moreover, Google
API implements various methods to manage embedded sensors and modules,
such as accelerometer, gyroscope, light sensor and GPS. In order to store and
analyze data I implement the collector using XAMPP, a framework that provides
on top of it Apache webserver, PHP, PhpMyAdmin, and a MariaDb data base. For
energy measurements the server application was installed on a laptop running
Windows 10 operating system. The transmission of collected data was performed
exploiting the Eduroam WiFi network. Eduroam is a secure, world-wide roaming
access service developed for the international research and education community.
Using Eduroam instead of an ad hoc wireless network provide a more realistic
characterization of the transmission behaviour in real environment.



1.3 - Thesis Organization

However, as MCS systems require large participation to be effective, performing
experiments on real testbeds is often not feasible. To this end, simulations are a
valid alternative. I extract theoretical value of energy consumption and amount of
generated data from datasheets of commonly used hardware in mobile design and
than perform measurement exploiting the power monitor and Wireshark. Hence,
both the calculated values and the collected energy- and network-measurements
were employed to feed CrowdSenSim simulator. The final outcomes are evaluated
on the basis of three performance indicators (i.e., energy consumption, amount of
data collected and fairness among the users) and shows how data related to the
energy consumption values and traffic statistics obtained by measurements instead
of theoretical models and datasheets are more descriptive of the real context
and furnish to an organizer useful advises to evaluate which Data Collection
Framework (DCF) fit better the requirements of a specific MCS campaign.

1.3 Thesis Organization

The document is subdivided into five chapters. This section provide for each of
them a briefly explanation of the content.

e Chapter 2: this chapter provides an overview on the state of the art, in
particular introduce the mobile crowdsensing paradigm, some practical
applications, existing works for data collection and compare the character-
istics of our Android application with some other already available. Next,
presents the three DCF considered for the energy efficiency evaluation and
the performance indicators considered.

e Chapter 3: this chapter described the implementation of the Android appli-
cation, showing the system architecture and an overview about the measure-
ment set up. The final part of this chapter present the results extracted by
analysing the energy- and traffic-traces obtained from the power monitor
and Wiresharks.

o Chapter 4: this chapter introduces the CrowdSenSim simulator used for
large-scale evaluations and the simulation settings. Next, it presents both
theoretical- and measurement-based results obtainedusing the energy con-
sumption values and traffic statistics obtained by measurements instead of
theoretical models and datasheets permit to have a precise view of how a
particular activity impact in considered device.

e Chapter 5: this chapter concludes the work and presents future research
directions on the topic.






Chapter 2

Background

This chapter starts introducing the mobile crowdsensing paradigm and presenting
some practical applications for activity recognition, healthcare and environment
monitoring. Provide an overview of the main works in literature and their Data
Collection Frameworks (DCFs). Next, present major existing Android applications
for crowdsensing data collection. The last section explain the characteristics of
three representative DCFs of current state of the art took into account for the
evaluation exposed in this work. Hence, the same section introduce also the
performance indicators considered.

2.1 Mobile Crowdsensing

Mobile Crowdsensing (MCS) is a promising sensing paradigm which consists in
gathering data from the mobile devices of a large multitude of users. The data
collection can be participatory if relay on users active contribution or opportunistic
if is not require any action to triggering the data collection [34]. Mobile devices
report collected data to a central collector where it is stored at disposal of the
organizer of a sensing campaign, such as a government agency, an academic
institution or a business corporation. The collector is typically located in the cloud
and provides shared services and shared resources to store, analyze and process
the received data (see Figure 2.1). The purpose can be oriented to furnish back
services to the crowd or organization such as municipalities or research institutes.
The performance of MCS systems is strictly correlated to the crowd participation
in the collection process. User recruitment is necessary to optimize resources,
minimizing costs and maximizing return at the same time. In [17] Fiandrino et al.
present an interesting approach to the problem considering not only the distance
between users and sensing targets but also a sociability factor as estimation of their
willingness to participate. In [33] is approached the problem of user recruitment
exploiting the opportunistic networking paradigm. Depending on their mobility
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Figure 2.1. Cloud-based MCS system

patterns, the users involved in the data collection are able to act as a sensor or a
relay for data delivery.

By exploiting smart device sensors instead of custom deployed sensor networks
is considerably cheaper for the MCS organizer. However, in order to design a
crowdsensing campaign is necessary also to consider how to reward users involved
while sustain costs to perform data sensing and delivery, both in terms of energy
spent and data subscription plan. Provide adequate incentives is a key point to
guarantee a large participation. User rewarding is managed by different strategies
e.g., monetary-based reward models [71] or a socially-aware system in order to
exploit user’s social trust [18].

Since in MCS systems there is no a direct control of users behaviour, they
may exhibit several level of personal effort and as a consequence collects data of
different quality. Indeed, data may be affected by the difficulty of sensing tasks,
the characteristics of mobile sensors, the description of the MCS activity by the
organizer and the user’s abilities to collect data or its willingness [56]. In order
to avoid this issues, it is possible to exploit different strategies such as directly
intervene on the users motivation to collect reliable data using adequate incentive
mechanism [49], validate the data considering the reputation of the user [73] or
perform data evaluation during the analysis phase [28, 27].

Many practical applications take advantage of MCS paradigm to furnish
different kind of services. Activity recognition-based applications are categorize
in three different groups considering who is the beneficiary. In particular, such
applications can provide useful information to end users (e.g., fitness tracking,
health monitoring, fall detection) developers or a third parties (e.g., targeted
advertising, Corporate management) or crowd/groups (e.g., activity-based social
networks, place & event detection) [40, 8, 10, 25, 14, 43]. Healthcare applications
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allow medical researchers ans doctors to constantly monitor users condition in
order to highlight symptoms not visible during medical examinations or detect
deterioration of a patient’s current physical status [52, 41, 4]. MCS applications
also provide to organizations real datasets on which extract information useful to
managing traffic jam and urban parking [48, 13], road condition [11], noise and
air pollution [54, 60, 42] and make possible to create a monitoring system for the
surrounding environment. Creekwatch [35] is an application for smartphones
developed by the IBM Almaden research center. It allows the monitoring of the
amount of water in the river bed, the amount of trash in the river bank, the flow
rate, and let users to take a picture of the waterway. Garbage Watch [55] employs
citizens to monitor the content of recycling bins with the objective of improving the
recycling program. Such applications can exploit different kind of data reporting,
the implementation choice is driven by the application field. Indeed, the reporting
phase can be delayed-tolerant if is not necessary to deliver data as soon as collected.
On the contrary, data is delivered in a continuous fashion for applications which
required to monitor phenomena in real-time or also following a probabilistic
approach which is an intermediate solution where data is delivered as soon as
possible but not strictly after sensing.

In order to perform data collection, crowdsensing applications exploit different
Data Collection Frameworks (DCFs). Several works propose different DCFs in
order to enhance performances of MCS activities satisfying requirements such
as energy efficiency and amount of collected data. Wu et al. [68] investigate
the trade-off between the amount of acquired data and the associated energy
consumption. The authors present and analyze both off-line and on-line settings
for task allocation. In off-line case, the entire task information is known a-priori
and does not change over time, while in the on-line scenario tasks are dynamically
allocated in real-time without any information in advance. The authors first
provide an optimal algorithm for the off-line setting. Then, they investigate the
on-line setting where requests arrive dynamically without prior information in a
tirst-in-first-out (FIFO) manner or with an arbitrary deadline (AD). Wang et al. [64]
investigate the problem of scheduling multiple sensing tasks with the objective of
ensuring the quality of sensed data while minimizing the energy consumption.
Starting from basic cases in which sensing process requires data from only one
sensor, the authors define the Minimum Energy Single-sensor task Scheduling
(MESS) problem and design a polynomial-time optimal algorithm. Then, they
consider a generic case in which sensing tasks require data from multiple sensors
to be accomplished. To solve the problem of Minimum Energy Multi-sensor task
Scheduling (MEMS), the authors propose an Integer Linear Programming (ILP)
formulation as well as two effective polynomial-time heuristic algorithms. In [74],
the authors propose a fair energy-efficient allocation framework whose objective
is to minimize the maximum aggregated sensing time. The problem is NP-Hard
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also when the information on the tasks such as arrival and duration is known
prior to the allocation. The authors first investigate the off-line allocation model
and propose an efficient polynomial-time approximation algorithm with a factor
of 2 — 1/m, where m is the number of mobile devices joining the system. Then,
focusing on the on-line allocation model, they design a greedy algorithm which
achieves a ratio of at most m. Han et al. [24] propose an on-line learning algorithm,
where a central authority assigns tasks aiming at rewarding participants with a
limited amount of budget. It supposes a fixed minimum number of users who
actively join the sensing process, while the quality of collected data may vary. Liu et
al. [38] propose a method to efficiently select users for participatory crowdsensing.
Contributors are dynamically chosen considering their willingness to acquire data
and their potential, which is calculated considering the remaining battery in their
smartphones. The distribution of tasks aims to minimize the probability that
an individual does not accomplish the assigned task. The CARDAP [30] DCF
exploits a fog computing platform to enable efficient data analytics performed in a
distributed fashion. The fog allows CARDAP to extend and augment functionality
of a previously proposed general-purpose framework called CAROMM [59].
Similarly to CARDAP, the framework proposed in [16] exploits the fog to perform
user recruitment based on multiple criteria, including distance of the participants
from the location of the sensing task, their remaining battery charge and the user
sociability defined in terms of the amount of time and data users exchange through
social media. Wang et al. [65] present an algorithm to report information in an
energy-efficient way. It classifies users into two groups. In the first category,
the target is to minimize the energy consumption while reporting data and the
individuals pay for the data they utilize to the operators. In the second group,
users aim to minimize the cost of data reporting using communication technologies
such as WiFi or Bluetooth, which are free-of-charge.

This work aims to compare the performances of three representative DCFs
evaluating their energy efficiency, amount of data collected and fairness among the
users. To the best of our knowledge, there are no existing studies performing such
analysis. The closest to our work is [50], where Peng et al. investigate the trade-off
between energy efficiency and fairness between participants. They propose an
allocation framework which aims to minimize the maximum aggregate sensing
time and for the experimental setup they exploit the Power Monitor to assess the
power consumption of a smartphone under different configurations.

In order to perform the large-scale simulations I developed a novel RESTful
Android application able to collect data performing each of the three reporting
mechanism (i.e., delayed, continuous, probabilistic) underlying the considered
DCFs and introduced in Section 3.1. REST guidelines provide an architectural
style for developing web services and its philosophy is explained more in detail in
Subsection 3.2.1. Other works in literature require to design similar applications
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for crowdsensing data collection but none of them provide the same features.
SystemSens [12] is a tool developed to capturing the usage context during data
collection. It is composed by an Android logging client that collects device’s usage
parameters and a visualization web service. The tool aims to provide context
information useful to better understand the external anomalies affecting the data
collected. Moreover, it can furnish debugging information for unexpected battery
consumption. SystemSens fall in the delayed-tolerant application performing
data reporting when the considered device is being charged. APISENSE [22] is a
popular cloud-based platform that enables researchers to deploy crowdsensing
applications by providing resources to store and process data acquired from a
crowd. It presents a modular service-oriented architecture on the server-side
infrastructure that allows researchers to customize and describe requirements
of experiments through a scripting language. In addition, it makes available
to the users other services (e.g., data visualization) and a mobile application,
allowing them to download the tasks, to execute them in a dedicated sandbox
and to automatically upload data on the server. Mulero et al. [46] present an
infrastructure for smart cities that combines IoT and Linked Open Data paradigms
to provide a scalable and responsive system able to provide services. They exploit
a REST API that receives and manages a large amount of data. CRATER [31] is a
crowdsensing platform to estimate road conditions. It provides RESTful APIs to
access data and visualize maps in the related application.

The next Section present the data collection frameworks considered in our
study and introduce the performance indicators used to compare them.

2.2 Data Collection Frameworks under Analysis

MCS systems aim to minimize both sensing and reporting energy consumption.
The most relevant part of the overall amount of energy is consumed during the
reporting phase defined by the Data Collection Framework (DCF) used to acquire
data. The DCFs can be general purpose or application-specific. The first typology
has the capability to work with different application at the same time while the
second one is designed for a specific purpose.

In this work we considered three general-purpose opportunistic DCFs repre-
senting three different families of data acquisition methodologies characterized by
properties and features highlighted in the following paragraphs. Other existing
DCFs in the literature exhibit minor variations with respect to the chosen ones.
The main differences concern the data reporting phase and can be classified as
intermediate solutions of these three main families.
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2.2.1 Deterministic Distributed Framework (DDF)

DDF is a general-purpose framework for energy-efficient data collection in op-
portunistic cloud-based MCS systems proposed by Capponi et al. [6]. It aims at
maximizing the utility of the cloud collector in receiving data from certain sensors
in a specific region of interest, while minimizing at the same time the energy costs
users sustain to sense and deliver information. The central collector periodically
sends to mobile devices beacons to advertise the utility in receiving data from
specific sensors in a certain area. Then, the sampling decisions are taken in a
distributed fashion at each mobile device locally. Sensing and reporting decisions
are driven by environmental context, an estimation of the potential utility and cost
of doing sensing and reporting, the level of battery and the amount of data already
contributed, and several other parameters. Therefore, the mechanism considers
the previous history of the users to determine whether to perform next sensing
and reporting operations. This enables fairness among users because prevents
data collection from users whose level of battery is too low or that have already
contributed considerably in the past.

The applicability of DDF spans across multiple scenarios of interests for smart
cities, such as real-time monitoring of the environment or intelligent transportation
systems. Such application scenarios require continuous data reporting for an
up-to-date analysis of the status of the phenomena observed.

2.2.2 Probabilistic Distributed Algorithm (PDA)

Montori et al. [45] propose a distributed algorithm based on probabilistic design
to acquire data in an opportunistic scenario. The algorithm is based on a limited
feedback from the central collector and does not require users completing specific
tasks, hence it is in line with the spirit of generic-purpose DCF. The objective of
this algorithm is to regulate the amount of data contributed from users in a certain
region of interest to avoid data redundancy and energy waste. Additionally, the
algorithm aims at providing fairness to the users. Assuming that it is impossible to
compute the number of participants in a region of interest because their position
is not tracked, the coordinator estimates the required number of participants by
computing the number of observations already acquired. The central platform
is responsible to set a total per-zone number of observations required to reach a
certain level of accuracy in observing a given phenomenon. To reach this goal,
the mobile devices decide independently from the central authority whether to
perform sampling and reporting. The framework is memoryless because users
contribute data independently from the level of previous participation. The range
of scenarios where PDA is applicable falls into the same category of DDF.
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2.2.3 Piggyback Crowdsensing (PCS)

PCS [36] is a DCF that aims at reducing at the minimum any energy cost to
promote user participation. The collector does not provide any form of coordi-
nation to trigger sensing decisions. Data reporting occurs during the so-called
smartphones’ opportunities, i.e., sensed data is piggybacked during phone calls or
when connected-applications exchange data with remote servers. During these
opportunities, the overhead of performing data reporting is low because mobile
devices do not have to wake up the radio interface to transmit the collected data
on purpose. All the aforementioned features makes PCS suited for delay tolerant
MCS tasks that do not need data to be sent to the central collector in real time. For
instance, PCS could be exploited for mapping non-real time phenomena like air
quality or noise monitoring, requiring only time and place labels or check-ins in
mobile social networks.

2.2.4 Performance Indicators for DCF Evaluation

In order to evaluate The Data Collection Frameworks (DCFs), we introduce in this
Section the performance indicators considered.

Energy Efficiency

A very important aspect necessary to take into account is the energy efficiency.
While devices continuously increase their hardware performances and as a con-
sequence energy demand, the battery capacity does not follow the same trend
discouraging users participation. The highest amount of energy is usually drain
by the display and network connectivity [32], but also application development
can introduce energy inefficiency problems. GreenDroid [39] is a tool aims to help
developers in finding such inefficiencies in their application. It was developed
after a huge analysis of more than 400 Android applications that reveal some
common causes such as missing deactivation of sensors or wake locks. In order to
foster the users to contribute in MCS campaigns is necessary to avoid energy waste
while performing sensing and reporting phases. EMC? [70] is a framework for
energy consumption optimization that aims to minimize task assignment avoiding
redundancy. Xiong et al. [69] present a framework able to avoid energy waste
sending task assignment and sensed data during phone calls.

Amount of Data Collected

The main objective of any DCF is to gather a sufficient amount of information
to capture and or monitor phenomena. Hence, the quantification of the amount
of data that the crowd can harvest is important to assess. Other performance
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indicators related to Quality of Information (Qol) and accuracy of data are equally
important, but in this work we focus solely on the amount of contributed data as
the main objective is to compare the DCFs.

Fairness

Fairness aims to evaluate the methodology in which a particular DCF provide
reward for users’ effort. Although a fair rewarding mechanism allow to have
a proper users participation, there is only few works in literature considering
fairness as a useful performance indicator. As examples, Huang et al. [26] present a
task allocation mechanism based on the max-min fairness. In [47] Ni et al. present
a study where they consider fairness in costs and efforts sustained by users in
vehicular crowdsensing.

12



Chapter 3

Profiling Energy Consumption

In order to evaluate the Data Collection Frameworks (DCF) considered, I exploit
a power monitor and Wireshark to obtain energy- and network-traces while the
Android application I specifically developed performs sensing and reporting
activities. This chapter describes how to obtain the aforementioned measurements.
In particular, introduce the three Data Reporting Mechanism (DRM) defined to
characterize different families of data collection frameworks, explain the design
process necessary to develop the Android application and the architecture of the
data collection system. The last part expose the measurement set-up and results.

3.1 Data Reporting Mechanism

A data reporting mechanism is the most important component of a data collection
framework that defines the methodology to perform delivery of sensed information
to the cloud collector. A DCF consists of multiple components in addition to
the DRM, such as mechanism to inform the users about the urgency of sensing
additional data. Every DCF implements a DRM: the ones presented in the following
paragraphs are three methods that represent the most classical techniques for data
delivery.

Continuous-DRM (CON)

In continuous reporting, data is delivered in a continuous fashion as soon as it
is sensed. This approach is needed for real-time applications where users need
to feed the collector with data constantly over time. However, such continuous
stream of data incurs in the highest energy cost from the user point of view as the
mobile devices need to maintain the connection active during the entire sensing
operation period. The CON method is implemented by Deterministic Distributed
Framework (DDF - see Subsection 2.2.1).

13
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Delayed-DRM (DEL)

Delayed reporting starts to sent data after the sensing activity has ended. Hence,
this approach decouples sensing and reporting operations and is more conservative
than CON from an energy-consumption perspective. Indeed, the network interface
is not active during sensing period and the transmission of aggregated data
minimize the networks overhead and errors retransmissions. DEL is useful for
delay-tolerant applications where the collector does not need to harvest data in real-
time, it is implemented by Piggyback Crowdsensing (PCS - see Subsection 2.2.3)
framework when only 1 smartphone opportunity occurs.

Probabilistic-DRM (PRO)

This approach considers a probabilistic reporting. It is an intermediate solution
between the two previous approaches. During each timeslot, the algorithm
randomly generates a probability p that drives the decision of delivering the
sensed data. The parameter p is checked against 6, a feedback provided by the
collector in order to indicate the necessity to receive new data by specific users. Its
energy consumption depends on how many times a transmission occurs. PRO is
implemented by Probabilistic Distributed Algorithm (PDA - see Subsection 2.2.2)
and by PCS when the number of smartphone opportunities is higher than 1.

3.2 The MCS Application

The mobile application has developed exploiting the Android framework and
as shown in Subsection 3.2.1 follows the Representational State Transfer (REST)
guidelines. The GUI (see Figure 3.1) presents two different buttons to start/stop
the foreground service used to manage all the fundamental operations such as
gathering and saving data, ask to the server necessary information to perform the
data collection (e.g, sensing time, server-side database state) and manage the data
transmission to the collector. Moreover, the graphical interface shows additional
information about the current operation such as notification, number of records
present in the database and a progress bar to show the percentage of transmitted
data. Finally, the application provides also two type of log activities. The first
sends runtime coarse information directly to the server in order to follow the
overall state of the data campaign and the second one writes detailed information
directly on the private memory of the application. When service is stop, the user
is able to select such detailed log directly from the application GUI and sharing it
if necessary.

The main objective considered during the development process was to allow
the user to perform MCS data collection exploiting any of the data reporting

14



3.2 — The MCS Application

mechanism presented in previous Section 3.1. Moreover, I can exploit this feature
to measure the energy consumption and the network traffic generated for each
DRM. Next Subsection introduce the REST guidelines highlighting the main
advantages derived from a RESTful implementation of web applications.

a 3@ = .4 63%i00:56
CrowdSensApp
STOP START
we collect data for: 01:00:00
# of DB
records: 10039
Uploading Data...

UNIVERSITE DU
LUXEMBOURG

Figure 3.1. Screen-shots of the MCS application developed during my internship
at the University of Luxembourg

3.2.1 REST: an Architectural Style for Web Services

Similarly to previous works in the area, I followed the REST architectural style to
develop the application exploiting basic HTTP methods (e.g., GET and POST to
exchange messages and data with the cloud) and HTTP response. Furthermore,
the application has a client-server architecture and stateless communications
because each message is self-descriptive through HTTP headers. In other words,
to minimize the server workload each request has enough information for the
server to process that message.

In general, a RESTful application complies the following guidelines [57] to
achieve properties such as scalability, portability and high performances.
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3 - Profiling Energy Consumption

Uniform Interface

The first guideline defines the interface between clients and servers. Uniform
interface decouple the architecture in order to enabling each part to evolve
separately and adding new ones if necessary. The principles of the uniform
interface guideline are:

e Resorce-based: resources are the fundamental elements of a RESTful web
service (e.g, web addresses, files, services). They are uniquely identified using
an Uniform Resource Identifier (URI). As an object in the object-oriented
programming, a resource represent any entity in which is possible to perform
operations. Such entities are conceptually separated from the representations
returned to the client. As an example, The server does not send its database
but an element (e.g, Json string) representing a database record.

e Manipulation of Resources through Representations: clients interact with re-
sources using their representations. When a client holds a representation it
has enough information to modify or delete the resource on the server.

e Self-Descriptive Messages: each message have all the information necessary to
describe how to process itself.

e HATEOAS: Hypermedia as the Engine of Application State, this principle
permit a client-server interaction using uniquely the hypermedia returned
by the server application. Hence, a REST client does not need to know any
information in advance.

Stateless Communication

In stateless communication each client request incorporate all the necessary
information (e.g., parameters, context, data) in order to allow server-application
to perform operations and return back the result. In other word, each request
is independent from each other. Stateless communication aims to avoid server
overload releasing computational capabilities as soon as possible.

Caching

In a RESTful architecture, resources are explicitly state as cacheable or not to
prevent clients to reuse old or inappropriate data. Caching are able to reduce the
client-server interaction improving scalability and performance.
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Client-Server

Client-server architecture provides a total separation of concerns between clients
and servers. In this way, the portability of client code improve and server can be
simpler and more scalable. Servers and clients may also be replace and/or improve
independently, as long as the interface is not altered.

3.2.2 The Building Blocks for Programming a Crowdsensing Ap-
plication in Android

This Subsection shows the main characteristics of the Android framework ap-
proached during the development of the crowdsensing application. Before to
explain the system architecture in Section 3.3 is important to define the classes
involved and their main setting parameters. Sensors management, location man-
agement, services and resource management are the basic bricks necessary to build
an application able to collect different kind of data.

Sensors Management

As a first step, I approached the management of the embedded sensors. The very
tirst runnable code just activate the sensors available on the smartphone and a
sensor listener in order to receive the sensed values and show them on the screen.
Indeed, Android sensor framework allows to acquire raw sensor data using the
following classes and interfaces:

o SensorManager: provides various methods for accessing and listing sensors,
registering and unregistering sensor event listeners, and acquiring informa-
tion. Moreover, also provides several sensor constants that are used to report
sensor accuracy, set data acquisition rates, and calibrate sensors.

e Sensor: this class is used to create an instance of a specific sensor and provides
various methods that permit to determine the sensor capabilities such as
maximum range, its resolution, and its power requirements.

e SensorEvent: the system uses SensorEvent class to create a sensor event object,
which provides information about sensed data. In particular, when a sensor
event occuy, it is possible to extract by the object returned: the raw sensor
data, the type of sensor that generated the event, the accuracy of the data,
and the timestamp related to the event.

e SensorEventListener: it is an interface with callback methods. A callback
method receive notifications (i.e., sensor events) and will executed when a
sensor value or accuracy change in order to manage the new data.
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When sensor manager starts the sensor listener, is necessary to pass to the register
method the parameter samplingPeriodUS that defines the maximum sample delay.

mSensorManager.registerListener(SensorEventListener listener, Sensor sensor,
int samplingPeriodUs);

Android provides 4 predefined sampling rate, but also allows (since API level 11)
a custom value, as shown below:

e SENSOR_DELAY_FASTEST: get sensor data as fast as possible
e SENSOR_DELAY_ GAME: rate suitable for games

e SENSOR_ DELAY_ NORMAL: rate (default) suitable for screen orientation
changes

e SENSOR_DELAY UI: rate suitable for the user interface
o Custom value: numeric value in millisecond

After several test I decide to exploit for data collection purpose the SENSOR_
DELAY_ NORMAL value in order to have a consistent data-set and at the same
time, limit the energy consumption and the network traffic generated to report
data to the cloud collector.

Working with FIFO queue

Sensors available on smart devices, can exploit an hardware queue where new
events are store until they have the possibility to be delivered. In order to get
information about queue availability and length, the class Sensor implement the
following two methods:

e Sensor.getFifoMaxEventCount(): returns the maximum length of the queue.
If it is zero, any events can be batched because this functionality is not
supported.

o Sensor.getFifoReservedEventCount(): returns the maximum reserved length
when FIFO queue is shared with other sensors.

Moreover, during the listener registration provided by the sensor manager, another
input parameter can be set in addition to the sample frequency mentioned above.
The maxReportLatencylUs parameter.

SensorManager.registerListener(SensorEventListener listener, Sensor sensor,
int samplingPeriodUs,
int maxReportLatencyUs );
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Respect to the previous registration where only the sample frequency is set, in this
case events are allow to stay temporarily in the hardware FIFO queue before being
delivered. In other word, if maxReportLatencyUs is not set, the system try to deliver
new data as soon as it is sensed.

However, in the next Subsection is explained why the specified sampling
frequency and latency delay are only a suggested value. The Android system and
other applications can alter these values. For this reason they could be set at least
equal to the minimum required value necessary to the application to work fine.

Sensor Stack

- } Application Developers
FRAMEWORK » Google & AOSP Contributors

sensors.h }J

HAL

Sensors.cpp \

r Hardware Manufacturers

SENSORS HUB

SENSORS j

Figure 3.2. Layers of the Android sensor stack and their respective owners

The Android sensor stack (Figure 3.2)[20] shows how control flows from the
Application layer to the sensor and data flows in opposite direction. Every block
communicates only with neighbour blocks.

SDK layer (API) allows the Application layer to access the device sensors.
The Framework provides links to all the applications to the HAL (Hardware
Abstraction Layer). Such multiplexing is necessary to guarantee multiple access
otherwise only one application can use a sensor at a given time. The HAL provides
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APIs necessary to interface the Framework layer and hardware’s driver. Sensor
HUB is not always part of the stack and its architecture and protocol used to
communicate with sensors is not specified by Android framework. It is useful to
perform basic computation when the CPU is in suspended mode. It is also the
layer where to perform sensor queuing.

In order to provide a fair access to the hardware resources, is necessary to
take into account requirements from each application. Indeed, the framework
aims to respect application expectations and working modality allowing only the
configuration of sampling frequency and reporting latency. Nevertheless their are
not guaranteed at the Application level. Considering a specific sensor:

e The sampling frequency will be the highest value among all the application
requests. If just an application sets the sampling frequency using the
SENSOR_ DELAY_ FASTEST, all application will receive new sensor value
as fast as possible.

e The maximum reporting latency will be the lower among all the application
requests. If just an application asks a latency equals to 0, all applications will
receive event from this sensor in continuous mode (i.e., as soon as they are
available).

Moreover, is not possible to send commands from the highest level of the stack to
the sensors layer in order to avoid the possibility that an application modify the
behaviour of the sensor and compromise the functionalities of other applications.

Sensor Type: wake-up or not wake-up

Due to the fact that Android assumes is not necessary for most of the sensors to
pass current values to Application level if users do not have any interaction with
the device, sensors in smart devices are subdivide in two categories:

e Wake-up sensors.
e Non wake-up sensors.

Wake-up sensors, send an interrupt to the CPU every time an event occurs. On
the contrary, non wake-up type can be delivered only if CPU is not in suspended
mode. Both such kind of sensors can be provided with an hardware FIFO queue
that can store a certain amount of events, so different scenario are possible as
illustrated in next paragraphs.
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Wake-up sensor and queue available

This is the optimal case, it is possible to set a maximum delay for every events to
let them wait in the queue before wake-up the CPU. In this way, system has the
possibility to collect more information and pass to the application at once. CPU
receives an interrupt only when maximum delay elapse or if queue length is full.

Wake-up sensor and queue not available

This situation present the same behaviour of having a wake-up sensor with
maximum delay set to zero. All the events are reported to the application as soon
as they happen.

Not wake-up sensor and queue available

In this case when CPU enters in suspended mode, events are buffered in the queue
until some interaction turn it back to active operation mode. If the number of
events stored exceed the length of the queue, older events are overwrite.

Not wake-up sensor and queue not available

This represents the worst case. When CPU enters in suspended mode there is no
possibility to receive information from sensor.

Location Request

User location is a very important information to geo-reference sensed data. In
Android, GPS data delivery can be conditioned not only by the application of
interest but also by any other process that required such information. Hence,
similarly to the management of on-board sensors data, all location requests are
considered hints, and a specific application may receives locations that are more/less
accurate, and more/less frequently than requested. The two main methods used to
set a location request are:

o setlnterval(long): sets the desired time interval between each update.

e setPriority(int): sets the priority of the request. This method specify the
weight to be assigned to accuracy and energy spent.

The Android framework accepts any desired update interval simply passing the
value as input to the setInterval(long). In order to develop an application able to
collect geo-referenced data I performed different on-field tests to define the better
trade-off among a dense information about user’s location and energy drained
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from the battery. In such tests the location update interval was set to different
values starting from 20 milliseconds to 200 seconds and using the application
continuously until the end of the battery capacity on my Samsung Galaxy S6 which
mount a 2550 mAh Li-Ion battery. As a result, I observed a battery lifetime varying
from a couple of hours to 8-9 hours.

The battery lifetime can be affected also by the priority parameter. In particular,
is possible to set four types of priority [19].

e PRIORITY_HIGH_ACCURACY: such kind of priority is used to request the
most accurate locations available.

e PRIORITY_BALANCED_POWER_ACCURACY: used to request "block" level
accuracy. Location requests exploiting a block level accuracy return coordi-
nate at most 100 meter far from the real position. Using a coarse accuracy
such as this often consumes less power.

e PRIORITY_LOW_POWER: used to request "city" level accuracy. Location
requests exploiting a city level accuracy return coordinate in the range of
10 km far from the real position. Setting such kind of accuracy allows to
consume less power.

e PRIORITY_NO_POWER: used to request the best accuracy possible with
zero additional power consumption. No locations will be returned unless a
different process has requested location updates in which case this request
will act as a passive listener to those locations.

LocationRequest.setPriority(LocationRequest. PRIORITY_HIGH_ACCURACY);

The code snippet shows an example where is set a high accuracy for the location
calling the setPriority(int) method.

Resource Management Policy

In [2] Google explains the lifecycle of processes and applications. In Android,
every application runs in its own Linux process. This process is created when
the application starts and will remain running until it is no longer needed and
the system reclaim its memory for use by other applications. Applications can
not control directly their process lifetime that it is determined by the system
observing which parts of the application are running, how important they are for
user experience and much memory is available. To decide which processes to kill,
the Android system weighs their relative importance to the user. For example, a
process without any activity visible at screen is a better candidate compared to
a process hosting visible activities. When low on memory, Android places each
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process into an "importance hierarchy" based on the components running in them
and the state of those components.

Foreground Process

A process is considered in foreground if it is required for what the user is currently
doing. We can consider as foreground process an activity at the top of the screen, a
broadcastreceiver process currently running or a service currently executing code
in callback methods.

Visible Process

A visible process is doing work that user is aware of. Killing it can have negative
impact to user experience. A visible process can be an activity visible on the screen
but not in the foreground, a process hosting a service using by the system for
particular feature necessary to the user, such as live wallpaper or input method
service.A visible process is also a service running as a foreground service. This is
possible calling the startForeground() method which asks to the system to treat the
service as something the user needs.

Service Process

This process holds a normal service started without a call to the startForeground()
method. A Service usually performs operations important for the user such as
background data download/upload or every heavy operation that the main thread
can not perform without compromise the user experience.

Cached Process

A cached process is not currently needed. It can be killed by the system at any
time if a memory lack occur. In optimal situation, a system have multiple cached
process and when necessary starts to kill them from the oldest one.

How to Set a Process in a Crowdsensing Application

During the development of the MCS application, the service responsible to gather,
save and start the transmission thread when Internet connection is available is set
as a visible process calling the startForeground() method as mentioned above. In
such a way users are able to start the service and continue to use their smartphone
and other applications avoiding the possibility in which the system easily stop the
data collection.
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Connection Management

The Android framework provides also specific classes to manage Internet con-
nections. In particular, HttpURLConnection class extends URLConnection adding
specific features for http connections. Http is the transfer protocol commonly used
to design RESTful application.

The use of this class needs to follow a specific pattern:

e First, definition of the request. The most important property is its URI.

e The next step consists in obtaining a new object casting the result of
URL.openConnection().

e Upload of the body message (if necessary) by calling the methods HttpURL-
Connection.setDoOutput(true) and HttpURLConnection.getOutputStream.

e Read the response provide by the server. The response body may be read
from the stream returned by HttpURLConnection.getInputStream().

e Disconnect the http section by calling the HttpURLConnection.disconnect()
method.

The HttpURLConnection allow to setting up an http connection defining the
connection timeouts, input and output streaming and the type of the request which
identify once among the typical CRUD operations (Create Read Update Delete).
The connection thread of the MCS application developed used only GET and POST
http methods.

e HttpURLConnection.setRequestMethod("GET”): GET provides information
about the state of the server database or necessary to define the campaign
(e.g, sensing duration).

o HttpURLConnection.setRequestMethod("POST”): POST is the method em-
ployed to create new databases.

The messages send through such methods is encoding using the Json format and
contain all the necessary information to be process by the server such as the
database ID. Both part are completely independent while the interaction between
them is performed exploiting only commonly supported protocols and standards
such as http and Json. These implementation choices guarantee the "server-client
architecture" and "stateless communication" REST guidelines.
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Figure 3.3. System architecture

3.3 System Architecture

The mobile application I developed can run over any Android-based smartphone,
it is fit for setting which connectivity is possible to use for data reporting among
WiFi, cellular network or both. Figure 3.3 illustrates the architecture with all
it components. The figure also highlights the WiFi network EDUROAM that
provides interconnection between the smartphone and collector during the energy
measurements. Java is the programming language employed for the implementa-
tion, while PHP is the server-side scripting language used for the web services
development. The minimum supported version is Android Marshmallow 6.0
(APTI level 23), but the application is already compatible with Android Oreo 8.0
(API level 26). As is possible to see in Table 3.1, such implementation decision is
supported by the overall diffusion of last three version of Android (Marshmallow,
Nougat, Oreo) which is above 50% [1]. The server side, i.e., the cloud collector is
a laptop used to perform data processing and storage. In particular the system
exploits XAMPP (v7.1.8 - 32bit), that provides in a unique distribution Apache
web server and phpMyAdmin to manage the database. The most recent version of
XAMPP features a database based on MariaDB.

The unique features of each Data Collection Framework (DCF) impact the DRM
implementation design. For example, delayed-DRM requires a database to locally
store the sensed data. continuous- and probabilistic-DRM are less strict and will
work correctly if the sensed data is simply stored on a local buffer. A database
ensures higher reliability as it adds a further level of protection at application
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VERSION CODENAME API DisTRIBUTION
2.33-23.7 Gingerbread 10 0.4%
4.03—-4.04 Ice Cream sandwich 15 0.5%
41-43 Jelly Bean 16 — 18 5.6%
4.4 Kitkat 19 12.8%
5.0-5.1 Lollipop 21 -22 25.1%
6.0 Marshmallow 23 28.6%
70-7.1 Nougat 24 — 25 26.3%
8.0-8.1 Oreo 26 0.7%

Mougat

Marshmallow——

Oreo

_-Gingerbread
V- loce Cream Sandwich
= Jelly Bean
Kitkat

allimA——  F
Lollipop

Table 3.1. Diffusion of Android version. Data collected by Google on January 8, 2018

layer on top of communication retransmissions schemes at lower layers of the
protocol stack. Moreover, storing data in local database avoid the possibility to lose
all the information harvested if the application drastically stops to work for any
reason (e.g., smartphone reboot, battery death). Indeed, a database permanently
stores the collected data allowing the MCS application to control the state on the
server-side and eventually restart the synchronization. On the other hand, due to
the more complex operations, working with a database require a little bit more
computational power and as a consequence increase the energy cost.

3.4 Measurement Set-Up

This Section presents the measurement set-up prepared to obtain energy- and
network-traces. Energy profiles of the data reporting mechanism are obtained
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eduroarm (1)

Figure 3.4. Screenshot of power monitor measurements

through the utilization of a power monitor, similarly to previous research [62, 37].
Figure 3.4 shows the setup for the measurements performed with the smartphone
under analysis, which is a Wiko Sunny[66]. In the experiments, the smartphone
runs Android Marshmallow version 6.0 (API Level 23) and is equipped with a
quad-core 1.3 GHz Cortex-A7 processor and has 512 MB of RAM. The smartphone
also features 5 MP camera and 8 GB of flash storage. The smartphone provides WiFi
and Bluetooth connectivity, supporting 802.11 b/g/n and Bluetooth v 4.0 standards
respectively. It is powered by a 1200 mA, 3.7 V battery. In the experiments, the
application performs sensing from GPS, accelerometer and proximity sensors
of the smartphone. The smartphone delivers data to a laptop that acts like the
cloud collector and also run the software to analyse the power measurements and
network traffic (i.e., Wireshark). Since the computational power and the hardware
of the laptop offer considerably exceeding performance of the mobile device, the
hypothesis is consistent. The laptop is equipped with a dual-core 2.6 GHz Intel
i5-4210M and 8 GB of RAM; it has a 256 GB Crucial SSD as storage and an Realtek
card for WiFi 802.11 b/g/n connectivity. The laptop runs Windows 10 OS at the
time of the tests.

To accomplish the power measurement campaign, I utilize the power monitor
hardware by Monsoon [44] while existing works acquired power consumption
measures via software by means of system calls [3, 51]. Such a different method was
chose because the power monitor directly retrieve measurements while ensuring
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a higher level of accuracy. In order to collect data, the power monitor needs to
power the smartphone directly, hence in the equivalent circuit it substitutes the
internal battery. 5000 samples per second is the sampling rate to record measures
in real-time. Users can export readings in a csv file at the end of the measure
campaign exploiting a specific software, which also displays a real-time chart of
the measurements. Figure 3.5 shows a sample of energy trace captured by the
Monsoon power monitor software. In particular, the trace highlight the different
phases of a data collection exploiting delayed-DRM. As is possible to notice in the
tirst part of the energy trace, a very important contribution to battery draining
is provide by the device monitor. When active, the model mounted on the Wiko
Sunny spend in average 160 mA and pushing on the touchscreen generate a
current peak of 260 mA. Another peak appear when the WiFi module starts and
the connection is setting up in order to report the collected data. As expected, the
transmission phase require more energy respect to the sensing.

Measured Power Data

Wi rodiile
tiv:ai::ip -

Time(min)

Figure 3.5. Screenshot of power monitor measurements

Wireshark(see Figure 3.6) is an open source network analyser available for all
operating system and employs the GTK+ widget toolkit and pcap library for packet
capturing. It is useful to profile network traffic, analise packets and the structure of
different network protocols. Indeed, packet capture can provide information such
as transmit time, source and destination, protocol type and header data. Using
Wireshark I was able to visualize directly from its panel graphical information
about transmitted packets and TCP errors (Figure 3.7). Moreover, it provide export
functionalities in order to extract raw data and further elaborate them using third
parties applications.
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Figure 3.6. Capturing network packets with Wireshark
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Figure 3.7. Graphical representation provided by Wireshark at the end of
a test with delayed-DRM
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3.5 Experimental Results

PARAMETER VALUE

Sensing time 30 min.

Maximum sample delay =~ SENSOR_DELAY_NORMAL
Location upload interval 20 sec.

GPS priority PRIORITY_HIGH_ACCURACY

Table 3.2. Application parameters

This Section presents the results about energy and network measurements
obtained from the power monitor and Wireshark. Table 3.2 summarise the values
of all the application parameters set to perform tests. Figure 3.8 shows an example
of raw energy traces. The comparison highlights the typical differences of each
data reporting mechanism. In Figure 3.8(a) is possible to note the two different
phases of a delayed-DRM in which the smartphone performs sensing and reporting
while in Figure 3.8(b) the continuous-DRM perform both sensing and reporting
until the end of the data collection. Moreover, in Figure 3.8(c) and Figure 3.8(d) is
possible to note the average current variation while performing continuous-DRM
with different values of the threshold 6.

In order to obtain a meaningful comparison among the results is necessary
to perform measurements considering a common reference point among the
data reporting mechanisms. Specifically, different DRM spend different times
for reporting, i.e., continuous-DRM keeps active the interface all the time, while
with delayed- and probabilistic-DRM, the time in which the interface remains
active is supposed to be shorter. For such a reason, the measurement campaign
considers for all data reporting mechanisms the same amount of time spent for
sensing, i.e., 30 min. Consequently, all the data reporting mechanisms gather
the same amount of information that needs to be delivered. However, each data
reporting mechanism spends different amounts of time for data reporting. For
example, delayed-DRM performs sensing for 30 min and then it takes other 6 min
to perform reporting. Figure 3.5 shows an example of measurement profile of
the application for delayed-DRM and highlights the various phases of the data
reporting mechanism in each point in time. The probabilistic-DRM works with a
feedback from the collector 6 set to 0.5 for comparison with other schemes delayed-
and continuous-DRM, but in order to better understand the behaviuor of such
data reporting mechanism additional tests exploit different values of 6, namely
6 =1[0.25,0.5,0.75]. All the measurements are performed with the EDUROAM WiFi
network which allows to test the performance of the data reporting mechanisms
in realistic environments while setting-up an ad-hoc network for the tests would
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Figure 3.8. Comparison of energy traces of different data reporting mechanisms

have achieved better results but it is not well representative as the environment
does not suffer problems such as interference, traffic congestion and in general,
the necessity to share available resources.

Figure 3.9 shows the CDF of the battery drain. In particular, Figure 3.9(a)
focuses on the various data reporting mechanisms while Figure 3.9(b) focuses on
the probabilistic-DRM mechanism and highlights the impact of 9, the probability
of transmission in each timeslot. Note that each timeslots is worth 40 s and the
value of current on the x-axis refer to the peak value measured at a given time.
With continuous-DRM, the value of current drained by the battery is low than 75
mA for a significant fraction of the time. Compared to delayed-DRM, continuous-
DRM exhibits on average with higher instantaneous peak values. During 50%
of the reporting time, while continuous-DRM exhibits peak values above 150
mA, delayed-DRM achieves values above 40 mA. Such behaviour is expected
from the theoretical results on WiFi energy consumption as one of the substantial
components to the total energy budget depends on the traffic load [58]. On the one
hand, continuous-DRM maintains the interface active for longer but transmitting
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few packets each time. On the other hand, delayed-DRM sends higher bursts of
packets during shorter time periods. probabilistic-DRM exhibits an intermediate
behaviour than continuous- and delayed-DRM. When analyzing probabilistic-
DRM in Figure 3.9(b), the higher the value of 6, the higher the probability to
transmit. This translates in a different distribution of the instantaneous peak
values of current: with 6 = 0.75, the peak values are below 75 mA for 75% of
the reporting time, with 6 = 0.5 this figure becomes 62.5% of the reporting time
and drops to 48% for 6 = 0.25. Figure 3.10 shows the CDF of the packet rate
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Figure 3.10. Distribution of transmission rates

transmission obtained with Wireshark. Figure 3.10(a) compares the data reporting
mechanisms that exhibit substantially different distributions of packet transmission
rates.Indeed, for 75% of the reporting time, probabilistic-DRM achieves rates as
high as 10 packets/s. Compared to probabilistic-DRM, both continuous- and
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delayed-DRM achieve rates as high as 40 packets/s for 75% of the reporting time.
Interestingly, unlike probabilistic- and delayed-DRM that converge to a certain
maximum rate, continuous-DRM has higher variability and packet rates can be as
high as 120 packets/s. The reason is due to the technical implementation. While
delayed-DRM is basically transmitting a unique (and bigger) file, continuous-DRM
transmits frequently smaller chunks. Hence, the collector and the mobile phone
have to synchronize much more often to ensure reliable data delivery. Similarly
to the result obtained for the energy (see Figure 3.9(b)), Figure 3.10(b) shows that
also the transmission rate varies with the increase of 6. Interestingly, the variation
is evident only for low rates. For example, rates up to 5 packets/s occurs for 20%,
40% and 70% of the reporting time for 6 = 0.25, 6 = 0.5 and 6 = 0.75 respectively.

Figure 3.11 shows the distribution of packet errors along time. In particular,
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Figure 3.11. Distribution of packet errors

in order to compare the number of errors occurs during each transmission slot
of the probabilistic-DRM, also continuous- and delayed-DRM time periods are
subdivided in time slots of equal length (i.e., 40 s) and the errors occurred in
each seconds are grouped together. Figure 3.11(a) compares the data reporting
mechanisms. As expected, the distribution of packet errors for delayed-DRM is
concentrated as the data deliver is shorter. Continuous- and probabilistic-DRM
exhibit high variability in packet errors that is due to the realistic environment as
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Figure 3.12.  Errors increasing respect time.

that the EDUROAM WiFi network is not under control. However, it should be
noted that probabilistic-DRM experiences a comparatively higher number of losses.
Indeed, the 802.11 protocol is well known to be inefficient as its scheduling strategy
is to allocate single resources to single nodes [63]. Hence, it favors continuous
rather than probabilistic data reporting mechanism types of data transmissions.
Figure 3.12 confirms last considerations showing the rising of the number of
packet errors over time, in Figure 3.12(a) is clear as already mentioned that
probabilistic-DRM suffers an higher occurrence of transmission errors respect to
continuous-DRM. Moreover, varying the value of §, in Figure 3.12(b) is possible to
see the increasing/decreasing of the total amount of errors occurred in probabilistic-
DRM. In particular, only with 6 = 0.25 probabilistic- and continuous-DRM exhibit
a similar behaviour.
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Chapter 4

Measurements-Aware Simulations:
Results and Analysis of Data
Collection Frameworks

After discussing how to develop a mobile crowdsensing application and set-up
a measurement environment in order to profile the energy consumption of a
smart device while performing data collections based on different data reporting
mechanisms (DRM), this chapter presents the analysis of the three data collection
frameworks (DCFs) considered. As MCS systems require large users participation
to be effective, performing experiments exploiting real resources is often not
feasible. For this reason simulation represent a valid alternative. The first Section
introduce the methodology employed to realise a large-scale analysis based on
simulations in citywide scenario. Hence, Section 4.2 shows the simulation results
and compare the effectiveness of the DCFs.

4.1 Large-scale Analysis: the Methodology

This section starts with the explanation of how CrowdSenSim simulator works,
such a tool was used to obtain large-scale energy traces and information about
amount of data collected for each DCF considered moving the users in three cities
which exhibits different characteristics such as their size and urban morphology.
Specifically, Subsection 4.1.2 shows how to use the simulator in order to obtain
the necessary information to perform the data collection frameworks evaluation.
Next, Subsection 4.1.3 explains the setting of the simulator.
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4.1.1 CrowdSenSim

CrowdSenSim is a custom simulator specifically design at the University of
Luxembourg to assess the performance of crowdsensing activities in large urban
areas [15]. CrowdSenSim supports pedestrian mobility in citywide scenarios
where all the individual walking paths are known before simulation runtime
to ensure scalability of the platform. The simulator is built with independent
modules can inter-operate one with each other and allows to perform different
crowdsensing-related analysis such as user rewarding, task allocation or fairness
between participants. In CrowdSenSim, the layout of the city is defined in
terms of a set of coordinates C containing information on <latitude, longitude,
altitude>. The set of coordinates compose the street network of the urban area
where the participants will move during runtime. They are obtained through
the combination between an algorithm specifically developed running in the
background of CrowdSenSim and OSMnx [5]. OSMnx is a Python package that
allows the researchers to easily download and analyse street networks of any
location in the world from OSM, which is a map created by people under an
open license. Unfortunately, OSM street nodes are inconsistent for direct use in
CrowdSenSim because they include dead-ends, intersections and all the points in a
segment when the streets curve. OSMnx automatically simplifies and corrects the
street topology through an algorithm by removing those points and unifying each
resulting set of sub-edges into single edges. However, the resulting topology still
lacks of a sufficiently fine-grained level of detail. Hence, CrowdSenSim runs in
the background an algorithm that augments the precision of the OSMnx topology
by adding nodes on the streets with user-defined level of detail (e.g., 1 meter).

41.2 CrowdSenSim for Data Collection Frameworks evaluation

To assess the energy consumption for a sensing campaign in real urban envi-
ronments, we include in CrowdSenSim the real energy-traces for sensing and
reporting and the amount of data collected by the specific smartphone used for
the test. Such traces are obtained through the measurements on the Android
application, the smartphone (i.e., Wiko Sunny) details are described in Section 3.4.
Specifically, the cost that each device experiences is computed proportionally to
the time of contribution. The reference power consumption profiles and amount
of data were obtained from 30 min long sensing traces (see Figure 3.9(a)).

For the evaluation, the ParticipAct dataset was exploited to establish the user
arrival pattern in the simulator. In particular, the simulator uses the profile of the
average number of contacts during 7 days. The ParticipAct dataset was generated
by a real MCS campaign of approximately 170 students in the Emilia Romagna
region (Italy) [9]. Specifically, the total simulation period is divided into hours,
estimating the minimum number of individuals to be allocated to have an average
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user contact following the ParticipAct profile. By definition, a unique user contact
is the overlap within a timeslot of two user walking paths so that their distance is
below a radius R. For an implementation choice, multiple overlaps in different
timeslots count as distinguished contacts, while multiple overlaps in the same
timeslot are considered unique contacts.

The implementation of the DCFs is based on the energy consumption model
previously described in Section 2.2 and briefly explained below. Users contribute
data according to the exploited DCF during runtime and the simulator computes
the amount of gathered data for each user and the associated battery drain for
sensing and reporting [6]. Moreover, the evaluation needs to considerer another
important aspect necessary to stimulate participation. The fairness among the
users.

The next paragraphs explain how the three data collection frameworks and the
fairness index were implemented. Hence, The simulation results are presented
in Section 4.2 and help to analyze the data reporting mechanism and how much
employed crowdsensing techniques are effective.

Implementation of Data Collection Frameworks

In every data collection frameworks the working time is subdivided in timeslots.
The simulator implements a different decision strategy for each timeslot in order
to allow or not data generation and reporting. The computation of the energy
consumption is performed deriving from the energy-traces a value in mA per
minute both for the sensing and reporting phases of each DRM. Moreover, the
total amount of data collected was estimated extracting a value in KB per minute
based on the real total amount of data collected during 30 minutes.

Deterministic Distributed Framework (DDF) allows both data generation and
reporting in each timeslot until the battery percentage of the device decrease of
1%. When the energy consumption reach this threshold the device stop to perform
data collection.

The Probabilistic Distributed Algorithm (PDA) continuously sensing while
reporting is driven by a probability randomly generated in the range [0-1] in each
timeslot. In order to allow or not data reporting, the probability is checked against
a threshold which indicate the feedback provided by the collector. The threshold
varies with the quantity of data already send following the equation:

6=1-(SD", 4.1)

where:
3 Total delivered data

~ Total expected data

(4.2)

The total expected data depends on the generated data in DDF case and vary
with the increasing of users. If the probability of sending data is higher than the
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threshold the reporting is enable. On the contrary, if the probability is smaller the
sensed data are stored until the first reporting slot.

Piggybacking Crowdsensing (PCS) is similar to the PDA except for the definition
of the threshold and the amount of the consecutive timeslots in which is able to
reporting. Indeed, in this case the threshold varies during the day following a calls
arrival distribution model. Furthermore, when a slot start to send, the reporting is
allow for a number of consecutive slot defined by the distribution of average calls
duration model. Both the model are presented in [67].

Fairness

Ideally, in MCS systems the collector should guarantee fair treatment to each
of the participants, i.e., it should not take advantage from a small set of users.
Intuitively, users that contribute higher amounts of data, sustain a higher energy
cost to produce such data and therefore need to be rewarded adequately.

To evaluate fairness between users in a DCF, we exploit the Jain Fairness
Index [29]. The index measures the equality in allocating a set of finite resources
to users according to certain criteria. For instance, if a user is willing to pay a
sum that is twice more high than other users for a shared resource, the scheduling
algorithm should allocate to him twice the amount of resources than the other
users. In MCS context, we interpret this index as a way to measure the fairness
in which a set of users contribute to create a finite set of resources, i.e., the total
amount of data delivered to the collector. Specifically, the index measures the
degree of equality in which each DCFs make users to produce their individual
amount of data and the associated energy cost. As a first step, separate indexes
are defined for each of the two components and then is introduced the definition
of a global fairness index to incorporate both components.

Intuitively, users that walk for longer time periods are expected to contribute
more data than others. We define the data contribution fairness index (Fp) as

follows: )
(54
i—1

Fp = — (4.3)
N-Y 2
i=1
where: D
d; = D—AZ/I 4.4)

1
D; is the amount of contributed data from user i and Dfﬂ is the maximum amount of
information an individual could contribute in the corresponding time. Fp assumes
values equal to 1 when users contribute data proportionally to the time spent
walking. However, this index presents a significant drawback if considered alone.
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Indeed, Fp does not distinguish between two users that walk for the same time
period, but have different initial levels of battery. For this reason, we introduce an
additional index that takes into account the battery level of the devices. Specifically,
a device with a higher battery level prior to the start of the sensing process is
expected to contribute higher amounts of data than devices with a lower battery
level. The index of battery fairness index (Fp) is defined as:

N 2
i=1

FB = —N’ (45)
N
i=1
where:
B;

B; and BZ.T are measurements of battery level of the mobile device i (in mAh). The
former is the amount of battery drain experienced during the contribution process
and the latter is the total battery when the mobile device starts to contribute data.
We introduce the crowdsensing fairness index (Fcs) to simultaneously take into
account both the battery drain and the amount of contributed data. Specifically:

Fes =0 -Fp+ (1 —0) - Fj, (4.7)

where o is a balancing coefficient that assumes real values in [0,1] and weights the
relative importance between the two indexes Fp and Fp.

4.1.3 Simulation Setting
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Figure 4.1. Cities taken into account for the evaluation. The green dots represent
the pedestrian lanes where users walk obtained with an algorithm running in the
background of CrowdSenSim

39



4 — Measurements-Aware Simulations: Results and Analysis of Data Collection Frameworks

The evaluation is performed considering three different cities. Figure 4.1 shows
the selected cities where users can move during simulation runtime: Luxembourg
City (see Figure 4.1(a)), Turin (Italy) (see Figure 4.1(b)) and Washington DC
(USA) (see Figure 4.1(c)). They have been chosen on purpose for two reasons.
The first is that the selected cities can be ordered by growing size. The center
of Luxembourg City covers an area of 51.47 km? with a population of 114 090
inhabitants as of the end of 2016 and is a fast growing city with headquarters
of many international institutions (see Figure 4.1(a)). The city center of Turin
occupies an area of 130.17 km? and has a population of 883601 inhabitants as
of the beginning of 2016 (see Figure 4.1(b)). The city center of Washington DC
covers approximately an area of 158.1 km? with a resident population of 672228
inhabitants as of the end of 2015(see Figure 4.1(c)). The second motivation behind
the choice is about the urban morphology, which determines the street network
topology. Luxembourg City shows the common north european urban morphology
with many short streets with small lanes, a high density of crossroads in the center
and few parallel large streets in the periphery. Washington DC is totally different
from Luxembourg City and its topology of street network presents large lanes
with a high number of parallel long streets. In addition, the differences between
the urban morphology in the city center and the periphery are minimal. Turin
falls in between the two former categories because of typical roman grid street
organization. As explained in Section 4.1.1, the user arrival pattern exploited in
CrowdSenSim is based on realistic mobility traces and chosen simulation period is
12 consecutive hours in one day. The PartecipAct dataset supplies information
on the user contact per-hour. Following this idea, the simulator assigns a certain
number of participants to arrive at the desired sum of contacts for each hour. In
detail, we consider a user contact when two walking paths are within a certain
timeslot, so that two individuals are in a radius of 50 m. Only one mobile device
for each user generates data. The users walk with an average speed uniformly
distributed between [1,1.5] m/s in a period of time that is uniformly distributed
between [1,40] minutes in all the simulations based on theoretical data obtained by
datasheets and [20,40] minutes for the simulations exploiting real data obtained
by energy measurement. Participants move over a street network in a random
walk fashion between a random generated starting and arrival point respecting the
walking time constraint. The number of users is also set differently like the time
of walking and is equal to 20 000 and 10 000 respectively, unless otherwise stated.
The current battery charge is generated considering a value of full capacity and an
initial level. The full battery capacity is variable following most popular models of
smartphones available on the market and is randomly picked from a list including
2200 mAh (Huawei P8 Lite), 2550 mAh (Samsung Galaxy S6), 2800 mAh (LG G5)
and 3300 mAh (Samsung Galaxy J7). Also the initial battery level is different in
the two simulation case and it is uniformly distributed in the range [80-90]% with
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theoretical data and [10-90]% with real data.

SENSOR PARAMETER VarLue Unit
Accelerometer (MPU-6500) Sample rate 4 kHz
Sample size 6 Bytes
Current 450 pA
Proximity (TMD4903) Sample rate 8.1 MHz
Sample size 2 Bytes
Current 150 pA
GPS (SKG13BL) Update period 10 s
Sample size 24 Bytes
Current 23 mA

Table 4.1. Sensors parameters

In theoretical simulations, data generation takes place exploiting heterogeneous
sensing equipment commonly available in today mobile devices, including the
MPU-6500 3axis linear accelerometer from InvenSense, the TMD4903 proximity
sensor from AMS and the SKG13BL GPS module from SKYLAB. Communications
occur over the WiFi link, having obtained the precise location of WiFi hotspots in
form of <latitude, longitude>. In the simulator, the time is slotted. The maximum
quantity of data that can be sent in a time slot is defined by the transmission
speed, fixed to 1 Mbps. Table 4.1 presents the detailed information on the sensor
equipment.

DRM WORKING PHASE AVERAGE CURRENT (mA)
Delayed sensing 52.29

reporting 112.45
Continuous sensing & reporting 125.32
Probabilistic 6 =0 33.67

0=0.25 56.00

6 =0.50 70.61

0=0.75 81.56

o0=1 132.72

Table 4.2. Average current spent in different data reporting mechanisms

For simulations with real energy measurements instead, the energy consump-
tion of different data reporting mechanism in shown in Table 4.2. As is possible to
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see, the sensing phase of delayed-DRM and probabilistic-DRM with 6 = 0 differ of
approximately 20 mA. This value is probably due to the different implementation
on the Android application. Note that delayed-DRM exploit a local database while
probabilistic-DRM a simple buffer to store the gathered data.

4.2 Simulation Results

This section presents the results obtained exploiting CrowdSenSim. In each
Subsection, we first evaluate the distribution of the energy consumption for
the three Data Collection Frameworks (DCFs) in Luxembourg City. Then, we
investigate the performance of the DCFs for various cities and show for a limited
number of users the active contribution periods to highlight the differences between
the DCFs. Finally, we assess the amount of collected data.

4.2.1 Simulations Based on Datasheets Informations

The first Subsection is focused on the simulations where energy and data parameters
was extracted from the datasheets of hardware commonly used in smart devices
(see Table 4.1).

Energy Consumption
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Figure 4.2. CDF of battery drain per user for different DCFs in Luxembourg City.
Simulations based on commonly used hardware datasheets

The first comparison is related to the energy spent during data collection.
Figure 4.2 presents the CDF of the per-user battery drain for the considered DCFs
in Luxembourg City. By design, DDF includes a stopping mechanism to prevent
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users contribute additional data upon meeting given criteria, such as if the battery
drain attributed to previous sensing and reporting operations has exceeded a
given threshold or if the amount of previous contributed data has reached a certain
value. Hence, it limits the maximum energy consumption the users spend, i.e.,
in this experiment all the users spend at maximum 17 mAh. Comparatively, the
percentage of users that spend more than 17 mAh is 20% and 30% for with PDA
and PCS respectively. Interestingly, DDF lowers the number of users with low
energy consumption. This means that the organizer of the sensing campaign
effectively exploits the users that agreed to participate and contribute data and
that are compensated for such contribution. On the contrary, a significant fraction
of users consume a little amount of energy with PCS and PDA. The reason is
the probabilistic data delivery mechanism that if applied for periods of time in
the order of hours prevents some of the users to transmit significant amounts
of data. Note that in the context of crowdsensing, the dominant factor affecting
energy consumption is data delivery and not sensing [6]. The data collection
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Figure 4.3. CDF of battery drain per user for considered DCFs in different cities.
Simulations based on commonly used hardware datasheets

frameworks were tested in three different cities in order to evaluate the impact
of different sizes and urban morphology. In Figure 4.3 is shown CDF of battery
drain per user with considered DCFs in Luxembourg City, Turin and Washington
DC. Interestingly, the various DCFs behave similarly within the same city and
the minor variation is attributed to Washington DC. Consequently, the size of the
city has a minor impact on the performance of the DCFs. Note that DDF exhibits
a CDF that mimics a step function. Each step identifies the group of users that
stopped contributing data because of the stopping mechanism and have delivered
to the system a similar amount of data. Figure 4.4 shows the amount of collected
data and the associated battery drain for all the DCFs. Each mark of the plot
represents the energy consumptions that a set of users has spent to produce a
given amount of data. First, it should be noted that DDF exhibits a low number of
marks. The reason is that the users exhibit a similar behaviour as DDF indirectly
controls the level of energy consumption. On the other hand, the other DCFs
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Figure4.4. Amount of collected data and the associated battery drain. Simulations
based on commonly used hardware datasheets

exhibit much higher variability due to the probabilistic reporting: to produce the
amount of data, users spend a different amount of energy. This variability becomes
higher as the total amount of data increases. Practically, the result shows that
providing user rewards on sole basis of the amount of contributed data fails to
properly compensate for users’ costs because of the technical implementation of
data reporting.

Amount of Collected Data
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Figure 4.5. User trajectories with the associated data contribution in Luxembourg City

Here is compared the data contribution provide by each DCF. In Figure 4.5
is possible to see the trajectories of five users walking in Luxembourg City that
contribute data with the various DCFs. The objective is to highlight the active
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periods of contribution to clearly show the differences between the reporting
mechanisms. With DDF, data contribution is continuous until users stop sending
data because of the sufficient amount of contribution. With PDA, users generate
data in an intermittent fashion depending on the probability. PCS shows that a user
can also not contributing in case during the walking period no calls or applications
are exploited. Figure 4.6 shows in form of heatmap the spatial distribution of the

(a) DDF (b) PDA (c) PCS

Figure 4.6. Normalized distribution of amount of contributed data in Lux-
embourg City comparing different DCFs. Simulations based on commonly
used hardware datasheets
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Figure 4.7. Amount of contributed data for considered DCFs in Luxembourg City.
Simulations based on commonly used hardware datasheets

total amount of collected data at the end of the simulation period for Luxembourg.
The heatmap is normalized between 0 and 1, where 1 indicates a total of 10 MB
of data generated during the entire simulation period. PDA achieves the higher
spatial distribution of amount of collected data than the others DCFs. This is
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because it does not include any mechanism to stop contribution. DDF shows a
lower amount of collected data due to the stopping mechanism, permitting energy
savings as shown in Figure 4.2. PCS achieves the lowest amount of contributed
data. Indeed, although users perform continuous sensing, data reporting fully
depends on the probability of performing calls. Figure 4.7 shows the amount of
collected data in Luxembourg City comparing the considered DCFs for different
number of users. PDA is the DCF that contributes the highest amount of data, as
users are not prevented by any stopping mechanisms. DDF presents a big amount
of data in the first phases due to continuous reporting, but then users stop to save
energy. On the contrary, PCS achieves the lowest amount of data collected and
fails to capture area of interests with particular accuracy. Again, the motivation
lies in the reporting mechanism implemented.

4.2.2 Simulations Based on Measured Energy Consumption and
Data Generated

This Subsection shows the results obtained feeding the simulator with the real
energy-traces and amount of data collected during the tests performed exploiting
the Android application, the power monitor and Wireshark.

Energy Consumption
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Figure 4.8. CDF average battery drain per user on large scale. Simulations based
on real energy-traces and amount of generated data

The real traces allow to evaluate the energy consumption exhibits during
data collection. Figure 4.8 presents the CDF of the per-user battery drain for the
proposed DRMs and the DCFs under analysis in Luxembourg City. Interestingly,
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the difference between DRMs and DCFs is substantial. The reason is that DRMs
lack of important components of DCFs such as a feedback from collector on data
utility or a criteria to stop contribution. Figure 4.8(a) shows the CDF of battery
drain for the DRMs, which differ by range of values and slope. The steps in the
profiles represent groups of users that have achieved a certain amount of battery
drain. As expected, CON is the most energy consuming DRM and exhibits the
highest range variability while PRO and not DEL is the less consuming DRM.
However, implementing expensive DRM like CON in a DCF that can be tuned
to limit user contribution like DDF is beneficial (see Figure 4.8(b)). With DDFE, all
the mobile devices spend 33 mAh at maximum. In comparison, the percentage of
users that spend more than 33 mAh for with PCS and PDA is respectively 3% and
16%. DDF reduces the percentage of mobile devices with low battery drain. This
fact highlights that the organizer of a campaign employs effectively participants
that accepted to join the campaign for gathering information and are rewarded on
this basis. On the other hand, a substantial number of devices consume a little
amount of battery with PCS. With PDA, most users consume a bigger amount of
energy compared to PCS, but it is due to an increase of the amount of contributed
data, as will be later highlighted in Figure 4.11 and in Figure 4.12.

Another interesting aspect to assess is the impact of performing a data collection
framework in different cities. Figure 4.9 illustrates the similarity of battery drain
across different urban environments, showing that the urban morphology of street
networks and the size of the city has a minor impact on the performance of the
DCFs. DDF exhibits a CDF that mimics a step function, where each step indicates
a group of participants that has contributed to the collector a similar amount of
data. Hence, they have stopped to acquire data for one of the possible motivation:
(i) the battery drain due to sensing and reporting operations has exceeded a given
value, (ii) users already reported a fixed amount of data. Figure 4.10 presents the
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Figure 4.9. CDF of battery drain per user for considered DCFs in different cities.
Simulations based on real energy-traces and amount of generated data

amount of reported information and the associated energy consumption for each
DCEF. Marks in the graphic represent the battery drain that a group of participants
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has consumed to contribute a certain amount of data. Interestingly, DDF presents
a low number of marks. The motivation is that mobile devices show a similar
behavior because of the stopping mechanism which indirectly controls the energy
consumption. On the other side, PDA and PCS show much higher variability
due to the different reporting mechanisms: to contribute a certain amount of data,
the participants spend different amounts of energy. This variability increases
when the total contribution becomes higher. From a practical point of view,
simulations exhibit that applying an incentive mechanism based only on the
amount of acquired information misses to reward fairly individuals because of the
technical implementation of reporting policies.
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Figure 4.10. Amount of collected data and the associated battery drain

in Luxembourg City. Simulations based on real energy-traces and amount
of generated data

Data Contribution (KByte)

Amount of Collected Data

(a) DDF (b) PDA (c) PCS
Figure 4.11. Heatmaps of Luxembourg city with different DCFs. Simulations
based on real energy-traces and amount of generated data
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4.2 — Simulation Results

The measurements provide also a reference value about the quantity of data
collected from DRMs. Also such information is used for the evaluation, Figure 4.11
shows the spatial distribution of the total amount of collected data at the end
of the simulation period for Luxembourg. The heatmap is normalized between
0 and 1 and 1 indicates a total of 100 MB of data generated during the entire
simulation period. PDA achieves a high spatial distribution of amount of collected
data and this is because it collects data until the collector has gathered a sufficient
amount of data and lowers the transmission probability of the users. DDF shows
a lower amount of collected data in the center due to the stopping mechanism
as shown in Figure 4.8b. PCS achieves the lowest amount of contributed data.
Indeed, although users perform continuous sensing, data reporting fully depends
on the probability of performing phone calls. Figure 4.12 shows the amount of
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Figure 4.12.  Amount of contributed data for considered DCFs in Luxembourg
City. Simulations based on real energy-traces and amount of generated data

contribution in Luxembourg City comparing the considered DCFs for different
number of users. DDF is able to gather a considerable amount of data due to
continuous reporting even if users stop to contribute to save energy. PDA achieves
a similar amount of contributed data of DDF. On the contrary, PCS achieves the
lowest amount of acquired information and would most likely fail to accurately
monitor area of interests. Again, the motivation lies in the reporting mechanism
implemented.

Fairness

The data collection frameworks should always exhibit a fair behaviour among the
users. Figure 4.13 compares DCFs according to the different fairness indexes pre-
sented in Subection 4.1.2. The results are obtained after 100 rounds of simulations.
Figure 4.13(a) shows the data contribution fairness index (Fp) in form of boxplots.
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DDF achieves the highest values of fairness in data contribution and the reason is
twofold. First, feedback from collector regulates the amount of data generated.
Second, the contribution for each participant is fair in proportion to the amount of
time they walk, i.e., users that walk for longer time periods contribute more data.
PCS, that depends on the probability of users phone calls is less fair than DDF. In
other words, users do not contribute the same amount of data when walk for the
same amount of time. PDA presents the lowest value of data contribution fairness
because some of the users contribute significant amounts of data when the collector
misses data, but if the urgency for additional data is low the users do not contribute
at all. Note that for design choice, PDA implements the AO-S algorithm, which is
a basic setting and is not as fair as the AO-F variant [45]. Figure 4.13(b) shows the
results on the battery fairness index (Fp). If compared to the data fairness index,
DDF presents much lower values because of the mechanism that stops users if
they have spent a certain amount of energy for data contribution. However, this
does not differentiate between users that have high or low initial battery level.
For example, upon setting the stopping threshold to 1% of the battery, the impact
is different if the initial level is 10% than if it was 90%. PCS and PDA are very
similar and lower than DDF. Although none implements a stopping criteria, the
implicit stopping method is given by the amount of time the users walk. Finally,
Figure 4.13(c) shows the Crowdsensing Index (Fcs) which combines the previous
indexes together. PCS is the most uniform is due to the lack of feedbacks from
the collector and sporadic contribution of each mobile device during phone calls.
PDA shows a linear decrease between data and battery fairness while DDF is the
opposite and exhibits a linear increase. Such behavior is due to the underlying
properties of the DCFs.

== DDF PDA  mmmi PCS |

1.00 T 1.00

0.75 0.75
i — | 5 — — |5
=] = =]
=050 £ 0.50 S
a ] 2]
& €% [§]

0.25 0.25 - 0.25

0.00 DbF PﬁA PéS 0-00 D]SF P]‘DA PéS 0.00“ 0‘.1 lljZ (J‘.ﬁ l)14 (J.‘S l)jl)' (J.‘7 018 (J.‘.() 1

a
(a) Data Fairness Index (b) Battery Fairness Index  (c) Crowdsensing Fairness Index

Figure 4.13. Fairness Indexes
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Chapter 5

Conclusion and Future Works

Since the Data Collection Framework (DCF) define the efficiency of MCS systems
this work aims to define a methodology to measure the energy consumption
and amount of collected data performed by a DCF and evaluate it in a specific
city. Profiling the energy requirement of a data collection framework is crucial to
assess the costs of a sensing campaign and to properly plan user incentives plans
like monetary rewarding. This work presents the first experimental assessment
and comparison of energy consumption of DCFs. An Android application was
developed for the purpose and a power monitor and Wireshark was used to
obtain energy- and network-traces. The acquired energy measurements have been
utilized for large-scale analysis with CrowdSenSim simulator to test effectiveness
of the frameworks in Luxembourg, Turin and Washington DC. The results show
that DCFs energy consumption differ because of the data reporting mechanism
implemented: DCFs with probabilistic reporting comparatively achieve higher
energy consumption. Furthermore, such DCFs present high variability, i.e., to
produce the same amount of data, the associated energy cost of different users
can be significantly different. Consequently, DCFs with continuous reporting that
implement mechanisms to block sensing and data delivery after a certain amount
of contribution are more effective in harvesting data from the crowd.

The network infrastructure exploited to allow the crowd to send data to the
collector will continuously enhanced in order to achieve higher performance. In
particular, The next generation of cellular network provide innovative and energy
efficient technique such as Device-to-Device (D2D) communications which is very
useful to mobile crowdsensing. As an example, considering a certain area of
interest, one or more devices may work in a poor signal quality zone and as a
consequence reaching the collector may be difficult and expensive in terms of
energy spent. However, exploiting D2D communication a nearby device with
a better link can act as relay and ensure reliable connectivity to the collector.
Moreover, it is possible to deliver messages necessary to manage MCS campaign
to the unreachable users. As a consequence they continuing to gather useful
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information with the possibility to delivery it at a later time.

D2D communication also allows to design new DCFs where the users group
organize themselves in order to optimize the gathering process, avoid data
redundancy and consequently the transmission of data already available to the
collector. Moreover, D2D techniques provide an important contribution on the
system energy efficiency since direct transmission between nearby devices usually
occur at a much lower transmit power respect to a wide area communication
through mobile base station. Such kind of implementation can considered also
the possibility to elect a "central" device in a considered group and use it as a
gateway in order to establish only one long distance connection and exploit packet
aggregation properties. In such an environment, the implementation of new kind
of DCF with local communication may improve the overall system performance so
the research needs to deeper investigate their energy efficiency and effectiveness.
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